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In general, there are three inspirations from nature
that have the greatest impact on the development
of computational intelligence (CI) algorithms:

» human brains serve as an inspiration for artifi-
cial neural networks (ANNS),

» Darwinian struggle of existence represents a
metaphor for the operations of evolutionary
algorithms (EAs),

» behaviour of social living insects (e.g., ants,
bees, termites, etc.) and animals (e.g., birds,
bats, dolphins, etc.) is closely related to th-
eemergence of the swarm intelligence (SI)-
based algorithms.

All these algorithms are capable of solving prob-
lems in sophisticated, intelligent ways by dynam-
ically adapting their parameters and operators.
Unfortunately, they are too general to solve all the
problems with which humans are confronted to-
day. To solve a particular problem, domain-specific
knowledge must be conducted to these algorithms
in the form of traditional construction heuristics or
local search heuristics.

In order to show the power of such an approach,
our group introduced a meta-genetic algorithm
(meta-GA) and successfully applied it to the fire
analysis of a steel frame. Steel exhibits very un-
usual wavy behavior which is a very difficult to
model by close form empirical models when heat-
ed to temperatures between 250°C and 600°C. An
ANN for modelling the steel frame was developed
at the Faculty of Civil Engineering and Geodetics in
Ljubljana and proved to be very promising. Howev-
er, manual tuning of its parameters by the expert
proved to be very difficult and tedious. Therefore,
a genetic meta-GA for tuning of the ANN param-
eters was proposed by our group. In this way, the

results of the ANN for fire analysis of steel frame
were significantly improved and exact matchings
of predicted and experimentally observed steel
deformations were obtained. This meta-GA ena-
bles better modelling of the behaviour of the steel
frame during the fire and consequently improves
the construction of buildings in civil engineering.

In another application, a representative of Sl algo-
rithms, the so called Bat algorithm (BA) was suc-
cessfully applied for the planning of sports’ ses-
sions. The aims of this research work were:

» to make an artificial personal trainer and, thus,
replace the human trainers what are too ex-
pensive for amateur athletes,

» to search for the habits of athletes during
training on the basis of data obtained from mo-
bile devices (e.g., Polar, Garmin, etc.) (Figs. 1-3),

» to predict proper nutrition during training ses-
sions, as well as during competitions.

Amongst the other results, the number of sports’
sessions, as predicted by our algorithm reached
90% similarities with plans proposed by training
experts from the Faculty of Sport in Ljubljana.
These results showed that the intelligent planning
of training could replace human trainers, especially
for individual sports’ disciplines, in the future.

Data saved within transaction datasets are visualised in the form of glyphs. Glyphs represent the attrib-
utes of specific features (e.g., distance, duration, heart rate) and characterise the training session using
data obtained from sports-watches.
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Internal and external factors during the training session are captured by an athlete using a small ques-
tionnaire that describes features, such as interval training, pain, motivation, sleeping and eating. These
features influence the intensity of the training and are represented in a transaction dataset as Boolean
values.

A distance/Heart-rate association rule mined from a transaction dataset of the specific athlete consists
of four attributes, i.e., two antecedents and two consequence attributes. In this particular case, the habits
of the athlete determine that long distance and long duration training sessions can imply low heart-rate,
probably caused by the athlete’s pain (damage). Normally, long distance and long duration training ses-
sions require, according to coaches, medium if not even higher heart-rates when athletes are in top form.
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ADVANCES IN GEOMETRICAL
EXTRACTIONS OF OBJECTS ON

THE EARTH'S SURFACE

By allowing for fast and accurate monitoring of
vast geographical areas with resolutions reaching
beyond square decimetres, airborne Light Detec-
tion and Ranging (LIDAR) technology has triggered
a new wave of research into Earth observations.
The unprecedented amount of information con-
tained within the datasets, however, impose great
challenges for data processing and drive the de-
mand for more efficient algorithms capable of
dealing with topologically unstructured and often
noisy data.

SOLUTION:

We developed a comprehensive software infra-
structure for LiIDAR data processing, including data
archiving, visualisation of large data volumes, and
all stages of their processing to end user products.
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These include
» Transformation between geographic coordi
nate systems,

» The construction of digital terrain models,
= Analytical hillshading and 3D visualisations,

» Extraction of key environmental elements
(i.e. terrain, buildings, bridges, noise, and low,
medium and high vegetation), and

» Analytical tools for assessing the accuracy of
the data and the end-user products.

In addition to their high computationally efficient
parallel implementation, the developed tools are
user-friendly and only exceptionally do they re-
quire additional user interaction. Thus, a complete
pipeline, from raw LiDAR data to the final products,
is achieved in less than seven minutes on a regular
PC.
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e Efficient software infrastructure for LIDAR data processing.
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Micro-machining (was developed) of SiO2 optical
fibre based on selective etching and P205 doping.
It can reform or reshape a section of an optical
fibre into complex 3D photonic microstructures.
Micro-machining is a highly effective tool for the
realisation of new solutions during the designing
of various photonic devices and sensors. Over re-
cent years a few high sensitive sensors have been
developed and manufactured.

Figure 1 shows a nano-wire based high sensitive
refractive index sensor, which is made entirely of
silica and includes a mechanical support structure
that provides stable operation and easy handling

Nano-wire Rl sensor

of the sensor. The sensor can be, for example,
freely immersed, positioned, and retracted from
various fluids without any additional mechanical
packaging. The presented sensor might be an es-
pecially attractive platform for use within compact
biochemical sensors, that utilise active surfaces for
detecting biological analytes such as viruses, cells,

molecules, proteins, etc.
Figure 2 presents an example of a highly-sensitive,

miniature, dual parameter Fabry-Perot sensor

for independent and simultaneous measurement
of the refractive index and the temperature. This
sensor allows direct compensation of the temper-
ature’s effect on the fluid's refractive index change
and consequently provides opportunities for the
detection of very small changes in the surrounding
fluid’'s composition (nL fluid volumes). This type

of sensor has a measurement resolution of 2x10-
7 RIU, related purely to the fluid's composition
change. The temperature resolution of the sensor
proved to be about 10-3 °C.
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Another example of a multiparameter sensor is
shown in Figure 3, and presents a Fabry-Perot
sensor suitable for independent and simultaneous
measurement of pressure and refractive index. The
sensor is miniature in size (diameter is equal to
the standard fibre diameter and length that does
not exceeded 300 um) and has high measurement
resolution for both measuring parameters (better
than 0.1 mBar and 2x10”-5 RIU @ 1 Hz).



Modern business and our everyday lives heavily
depend on IT solutions and services. These have
become much more diverse as well as mobile

and ubiquitous. Although this has paved new
paths and possible areas of application, it has also
brought with it new challenges in the field of infor-
mation security.

The Institute of Informatics has been involved in
the research and development of several innova-
tive methods, protocols and solutions to tackle the
key challenges of secure IT. We have developed
new methods for secure communication through
innovative authenticated key agreement proto-
cols, which form the basis for secure electronic
communications. In addition to this, the institute
has also developed several advanced protocols for
securing communications in loT sensor networks.
All these security protocols address a majority of
the existing security challenges, i.e. authentication,
confidentiality and integrity and at the same time
demand less computational and communication
resources than existing solutions.

PostAR certified electronic mail system

As most authentication in the modern intercon-
nected world is based on passwords, we have
also addressed the shortcomings of their use and
developed an advanced method for generating
easy-to-remember secure passwords, thus sig-
nificantly improving the well-known PsychoPass
method.

However, as a consequence of all these modern
security issues, there are serious obstacles to
establishing trust among users. After extensive
research, it was determined that secure electronic
mail must be based on a trusted third party. We
have developed and patented an advanced email
protocol for interoperable, cross-border certified
electronic mail based on existing e-mail infrastruc-
ture.

This patented certified electronic mail protocol

has been implemented as a replacement for ex-
isting, closed and secure electronic mailboxes

at the Slovenian Post. The new system, known

as PostAR, will allow any e-mail user to send or
receive certified e-mail without first applying for a
secure mailbox and changing their e-mail address.
Because of its ability to work within existing in-
frastructure, this is the most cost-efficient re-
placement for physical parcel services without any
up-front costs. It is expected to become one of the
more important services for the Slovenian Post in
the e-services line of business.

Select eLetter type and buy a Stamp

® Pegular elemer
Puglitered eleter with Advice of Receipt

eletter acoonding bo Genersl Administrative Procedure Act

Regular eLetter

Given our expertise in the field of secure IT, the
members of the Institute of Informatics were also
actively involved in the analysis of the

most well-known cases of computer fraud in Slo-
venia (i.e. the Mariposa botnet case, the ATM skim-
mers case, and the e-banking fraud case).

The Internet of Things provokes new security challenges



The HYPSTAIR project deals with the design of
components of a serial hybrid propulsion system
for small aircraft. A serial hybrid aircraft concept
currently represents the best efficiency versus
range compromise in the light aviation segment.
It can be considered as an electrically-powered
aircraft, with an on board generator used for ex-
tending the range when necessary. Limitations of
current electrical energy storage technology make

an electric-only propulsion system as yet unsuita-
ble for long-range flying, therefore an on board ICE
generator provides a weight efficient, if somewhat
less energy efficient, power generation solution.
The project involved conceptual design of the hy-
brid propulsion system components, namely the
generator, motor, inverter, batteries and control
unit. The components were sized and designed by
considering the performance and energy efficiency
of the complete airframe-propulsion system, and
were tested within a laboratory environment. A
dedicated human machine interface was designed
that allows simple operation of a complex hybrid
system. Together with the reliability of electrical
motors and the use of dual energy sources, safety
of flying as provided by a system built upon these
components were improved
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System Software Laboratory was involved with the
Biomedical Engineering Competence Centre into
conducting research on unobtrusive measure-
ments of functional health within dwelling envi-
ronments. By the end of 2013, when the research
with competence centre stopped, embedded com-
puter devices with sensors had been developed

for measuring the biopotentials of human body
parts, in particular palms and fingers, using me-
chanical and acoustic vibrations due to the activity
of internal organs, such as the heart and lungs,
mechanical movements of the body and body
parts, changes in the pulsative pressures in blood
vessels, blood oxygenation, the temperature sof
body parts, and face colour and emotions. These
sensors were placed within household appliances,
beds, mirrors, and shoes. A logical step forward
was to build a smart chair (Fig. 1), which would be
a perfect example of an unobtrusive solution with
sensors the persons wouldnot even be aware of
when performing their daily activities at home.
When seated in the invented chair, the invented
device and methods detect the subject’s heartbeat,
compute heart rate, estimate the level of oxygen

in the blood and blood pressure, acquire several
nonstandard ECG leads and the temperatures of
fingers, follow respiration by the breathing curve,
detect movement and the subject’s posture and
position of their body and body parts. A supporting
U-shape dry electrode was invented with built-in
photoplethysmographic sensor. It is attached to
the chair armrests and its shape guarantees stable
and good contact between the subject’s skin and
the conductive surface of the electrode, which im-
proves the quality of ECG measurements, whilst at
the same time minimising the influence of ambient
illumination on photoplethysmographic sensing
(Fig. 2). Another invention deals with capacitive
electrodes that are being usedduring the assess-
ment of aobserved subject’s posture and, at the

Modified gaming chair: smart, unobtrusive sen-
sors are built in the backrest, seat, and arm-
rests.

A detail: dry U-shaped ECG electrode having
incorporated components for photoplethysmo-
graphic and temperature measurements.
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same time, for measuring his or her biopotentials.
A specific electronic circuitry and a control proce-
dure connect and group the electrodes for opti-
mum quality of acquired signals. This is based on
the adaptive functionalitiesof each electrode, which
compensates for the disturbances that corrupt
the measurements. The solution was described in
a European patent application under the number

EP 14003316. All the acquired measurements are
synchronised by a microcontroller built in to the
chair and wirelessly transmitted to a host comput-
er. Analysis algorithms extract relevant features
and estimate the parameters of functional health.
These are rendered by a user interface that is
adapted to run on different mobile devices (Fig. 3).
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Screenshots of the user interface: innovative capacitive electrodes in the chair's backrest assess the per-
son'’s posture and, at the same time, measure bioelectric potentials (top panel, left and right); a combi-
nation of ECG (blue) and photoplethysmographic measurements (red) that enable estimations of blood

and vascular features (bottom panel).



COMPACT Z-WAVE MODULES
FOR HOME AUTOMATION

Over past years “Smart televisions” and “Smart
mobile phones” have flooded the market and
increased the users’ experiences for home con-
nectivity. New communication technologies have
also converged within the Internet of Things (IoT)
scenario with the ability of transfering data over

a network without requiring human-to-human or
human-to-computer interaction, including the area
of home automation by providing a simple and uni-
form way for the control of a home environment.
This not only increases the user’s experience but
also gains health protection, security and energy
efficiency in terms of increasing energy economy
by automated operation within the “Smart grids”.
The possibility of monitoring detailed energy con-
sumption increases a user’'s awareness for “Green
energy” and consequentially for more efficient
energy use. There are certain already established
standards on the market for wireless home auto-
mation networks such as ZigBee and Z-Wave that
already provide a uniform integration of already
existing and new home automation products rang-
ing from simple light actuators to more and more
complex sensors and multimedia control devices. A
typical home automation system includes a home
gateway as the coordinator of the wireless mesh
network by coordinating the network messages,
and beside this its gateway functionality provides
connectivity to the home internet network and
further connection to a cloud-computing infra-

structure. By comprehensive integration of new
technologies and electronic components we de-
veloped a set of ultra-compact modules based on
Z-Wave wireless technology, which provides seam-
less and unified approach for control of your home
appliances. The compact and small form modules
ensure the ease of the installation procedure with
no encroachment on the already existing power
lines infrastructure of your home.

Each of the modules is capable of measuring the
True RMS power of its attached appliance and
compute real energy consumption. Furthermore,
the modules provide an interface for a tempera-
ture sensor, and nevertheless, different numbers
of binary sensors such as smoke or motion detec-
tors can also be attached to trigger customised
scenarios or actions at your home. In such a way
the user is not only able to control his home ap-
pliances but also to monitor and track accurate
measurements of energy consumption on particu-
lar appliances over longer periods for taking care
about energy trends and furthermore optimising
the energy consumption of his home. By this, the
user gains full control of his home system through
internet connectivity from smart phones, comput-
ers, laptops, and similar.

0 Reducing energy consumption by using home
automation

e Control your windows, rollers
and shutters

e Efficiently dim any type of light or control the speed of a fan

Asst. Prof. Dr. Iztok Kramberger Laboratory for Electronic and Information Systems
web: www.lesi.um.si

Contractor: Goap d.o.o.
Trademark: Qubino
web: www.qubino.com

e Ease of installation procedure into existing power line infrastructure






Social networking sites, such as Facebook have
become an important form of communication and
have been a topic of interest for researchers over
the last few years regarding a number of disci-
plines including technology, communications and
sociology. As of 2014, Facebook reported having
1.35 billion monthly active users (Facebook.com,
2014). With that many people using Facebook, it

is important to research the privacy issues and
self-disclosure levels of members of Facebook.
Based on previous research, we have developed a
research model for examining a complex set of pri-
vacy issues and their effect on members’ self-dis-
closure on Facebook. Whilst controlling for gender,
age and education, the model proposes that priva-
cy awareness, privacy social norms, privacy policy
and privacy control have a direct impact on privacy
values, privacy concerns and self-disclosures. Fur-
thermore, the model proposes that all four inde-
pendent variables are interrelated with each other.
Moreover, the model also proposes that privacy
values and privacy concerns have direct impacts on
self-disclosure on Facebook.

We have evaluated the model by conducting a
study, done amongst users of Facebook in Slove-
nia. The participants of this particular study were
aged between 18 and 65. A convenience sampling
was used to recruit the participants, posting a call
for participation on different Facebook groups,
web forums and sent via e-mail to a researcher’s
home institution students. There were 47 ques-
tions in the survey. After case screening, 661 cases
were valid and used to evaluate the model using
structural equation modelling. A detailed sample of
demographics for valid cases is in Figure 1.

After variable screening for missing data and factor
loadings analysie has been done, 24 items were
left in the model. All the values for the final model
were within the work frame of the recommended
criteria so that the overall model fit was accept-
able.

We also tested individual paths in the model and
the results of the path analysis for the links be-
tween different groups of factors are in Figure 2.
The results of the path analysis show that 11 out
of 14 paths were significant. Privacy awareness,
privacy social norms, privacy policy, privacy values
and privacy concerns were indicated as being im-
portant in affecting self-disclosures on Facebook.
The results also showed that privacy social norms,
privacy policy and privacy control have an effect
on privacy value. Further more privacy awareness,
privacy policy and privacy control hade an effect on
privacy concerns. Our results confirmed and added
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new meaning to research within the field of the
forming self-disclosure on SNSs.

This model attempted to present a more holistic
view of the issue of self-disclosure on Facebook
and privacy variables that have a significant impact
on self-disclosure. The contributions of this study
are new knowledge concerning privacy issues and

its influence on self-disclosure on SNSs. The study
also helps social networking sites providers un-
derstand how to get their users to disclose more
information and inform the media about privacy
Issues that are important for users when disclos-
ing information on SNSs.

Variable Sample results Percentage
Male 43.1%
Gender
Female 56.9%
High school 45.5%
Education Bachelor’s degree 46.6%
Master’s degree or higher 7.9%
Age mean M 26.76 SD 6.91
Number of Facebook Friends | M 302.98 SD 191.79
Less than once a day 16.0%
10 minutes or less per day 11.5%
Frequency of Facebook use 30 minutes or less per day 25.7%
60 minutes or less per day 26.9%
More than 60 minutes per day | 19.8%

Sample of demographics (n=661).

The final model with path coefficient
analysis.



Despite the positive attitude of web accessibility
guidelines for deaf and hard of hearing sign lan-
guage users, lack of accessibility of web material

is still noticeable. For improving the accessibility
of mostly written web-based material, one can
use web based video of sign language interpreters,
either video recorded or as graphically implement-
ed avatar. However, retrieval of information is in
part hindered due to the different vocabulary in
sign language. What is more, the deaf and hard of
hearing often experience a degree of frustration as
they encounter difficulties with the comprehension
of more advanced texts. This gap can be filled by
the use of captions.

Initiated by the University of Maribor (SLO) and

in collaboration with ETH Zirich (CH) intelligibility
of videos with sign language interpretation alone
and videos with sign language interpretation with
captions wiew assessed experimentally using 51
Slovene participants (deaf and hard of hearing
sign language users). Intelligibility and subjective

Sign language interpreter
video without captions

ratings were recorded by means of questionnaires
after the presentation of information on a moni-
tor (four videos of an average of 30 seconds about
everyday events).

In the experiment, slightly more men (58.8%) than
women (41.2%) participated. They were on aver-
age 30 years old and all of them had basic knowl-
edge of Slovenian sign language and Slovenian
written language. The majority were profoundly
deaf. To analyse the data, a two-way mixed-de-
sign between-within subjects analysis of variance
(ANOVA) was conducted and a t-test was used for
checking statistically significant differences be-
tween two independent samples.

Results showed a significant improvement in intel-
ligibility when captioning is added. Figure 1 shows
that the comprehension of a sign language inter-
preter video with captions was 24% better amongst
the deaf and 42% better amongst the hard of hear-
ing. “Mode 1" in Figure 1 stands for situation with-
out captions and “Mode 2" stands for a situation
when captions were included. In addition, the more
obvious differences in comprehension between
watching sign language interpreter videos with
and without captions were found for the subjects
of hiking and culture, where comprehension was
higher when captions were used.

According to the results, it is recommended to
complement videos by captioning in order to im-
prove intelligibility by sign language users. Layout
of video-based interfaces should consider reduced
intelligibility by deaf and hard of hearing people
and improve the knowledge of written language as
a second language.

phedstaya ,,Figarova syathass

Sign language interpreter
video with captions

Increment in comprehension of a sign language interpreter video among the deaf and hard of hearing
when captions were included (mode 2) or not (mode 1)

Sign language interpreter video with and without captions.

1

Recording of sign language interpeting in the studio at the Institute of Media Communications, Faculty of
Electrical Engineering and Computer Science
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